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THE COMPLETE 
GUIDE FOR

PREVENTING & ELIMINATING
INSIDER THREATS



Insiders can effortlessly bypass security measures that are in 
place for preventing data breaches. Passwords, firewalls, and key 
cards have their limits when controlling the human factor of 
security. When employees are given permission to view and edit 
files, they are also given an opportunity to expose sensitive 
company data.

Often times employees are aware of flaws in the security system 
that can be exploited. Due to their knowledge of lax  company 
security policies, technical glitches in the system, or weakest links 
in the armor, employees can become the greatest threats to an 
organization’s security.

Organizations that wish to secure their companies from insider 
threats (which can be malicious or inadvertent) need to identify 
possible threats and implement security measures to address 
them.

UNDERSTANDING THE DANGER OF 
INSIDER THREATS
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While every organization today has firewalls, intrusion detection 
systems, and builds access gates to prevent possible attacks or 
security breaches from external threats, far fewer companies take 
the necessary steps to secure their businesses from internal 
threats. Many are aware of the need for such measures, but too 
many managers admit that their organizations are simply in 
denial about how big a threat an inside leak really is. 
Unfortunately, this growing danger is making the need for safer 
employee risk practices a non-negotiable necessity.

91%
of C-level executives confirmed 
that their organizations were 
being left vulnerable to insider 
threats. 

According to a recent Vormetric 
Insider Threat Report

“ ”



UNUSUAL BEHAVIOR

A sudden change in search and access 
behavior without reason is a sign that 
data may be exfiltrated and should be 
noted immediately.

WHAT TO LOOK OUT FOR
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IGNORING SAFE PASSWORD 
PRACTICES

Passwords can be cracked within 
milliseconds, and employees who 
ignore basic password protection 
strategies leave valuable information 
on the table. malware or other viruses. 

NOT RESTRICTING ACCESS SETTINGS 

Users often times have access to information that is not relevant to their work 
which allows them to maliciously or unconsciously compromise data. 

SHARING DATA WITH FRIENDS

While your employee might be 
faithful to your company, the 
friends they inadvertently 
shared sensitive information 
with might not be. 

FORGETTING TO LOG OUT OF 
AN AUTHORIZED ACCESS

Not logging out after a session 
allows anyone who uses the 
computer after you to access 
sensitive information that they 
wouldn’t normally have 
permission to view.

Behavior that can lead to breaches and 
management should be aware of include:

Many employees put the organization at risk without 
malicious intent.



IDENTIFYING INSIDER THREATS
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Once you have analyzed your organization and its potential risk 
factor, it is important to assess whether or not those actions actually 
caused damage to your company. For example, an employee may 
have forgotten to sign out of their account, but if the person who sat 
down after them signed out before signing back in, then no damage 
has been done. Similarly, someone may have downloaded a pirated 
file, but if that file didn’t contain malware, then all is in the clear. 
Companies need to run diagnostic software constantly to assess the 
level of damage that threats can cause, including who has accessed, 
shared, or uploaded/downloaded/printed data.

One of the most common ways companies address the issue of 
internal security is by giving each employee identifying login 
credentials to access company data, and limiting who has access to 
which materials. Without proper monitoring and tracking however, 
data can still be stolen by an insider and shared without the outside 
world. Therefore, recognizing and addressing high risk employees is 
still the most effective preventative method for avoiding data breaches 
today. 



IMPLEMENTING THE CORRECT RULES
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STEP 1: IDENTIFY

Having the most advanced security measures on your network will do an 
organization no good if the employees are accessing that sensitive 
information from their personal devices which aren’t encrypted and 
protected by that software.

Insider threats, while insidious and destructive, can be prevented with 
the right layers of defense in place. With a rigorous combination of 
technology, policy enforcement, and general employee education, 
companies can safeguard their organization from attacks. In addition 
to being on the lookout for negligent infractions, malicious employees, 
and high-level leaks, security experts recommend setting up a line of 
defense that includes identification, monitoring, encryption, 
restricting, training, and extension. 

Below are ways to implement these six security procedures:

STEP 2: MONITOR

An organization must monitor its employees, data activity, and business 
relations to find potential or real risk factors. This includes monitoring emails, 
logins, downloads, file printing, cloud uploading, and web surfing for any 
harmful or irregular activity. Software is generally used to accomplish this 
task. Action must then be taken immediately to educate, restrict, or correct 
these behaviors to prevent an actual data leak from occurring. 

Constantly monitor and analyze employee behavior to find any current or 
emerging types of threats that may arise in your organization. And don’t be 
intimidated from creating new company policies that address these emerging 
threats.
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STEP 3: ENCRYPT

Encrypt all sensitive data before it leaves your network, and even within your network 
when necessary.

STEP 5: RESTRICT

Organizations must combat misinformation. If employees are unaware of a policy, are 
unclear of the logic, or are uninformed of the consequences of infractions, the 
groundwork is set for a breach. Teach employees about security protocol such as:

STEP 4: TRAIN

Containing the threat can be done in two ways:

Restricting the use of personal external devices such as USB sticks and 
unauthorized web apps.

Limiting the permissions each employee is given to only areas or files that 
they absolutely require. This can keep malicious or negligent employees from 
accessing high-level data. This is even more relevant for high risk employees.

a
b

Using proper password practices

Logging out of a session when leaving a computer

The risks of sharing information

Mandatory two-step authentication

Safe practices for using cloud servers

Dealing with suspicious emails

STEP 6: EXTEND

Extend these policies to third-party business partners



IMPORTANCE OF REAL-TIME AUTOMATED 
INTERVENTION
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In other words, each and every day, your employees have the 
potential to introduce a new level of security threat into your 
organization. Considering these harrowing figures, the importance of 
constant network monitoring is obvious. 

The best way to deal with this threat is to incorporate real-time 
automated intervention software. The first stage of eliminating insider 
threats is to become aware that an insider threat exists. However, in 
order to truly prevent harm, organizations need to implement 
automated technology that will stop the action from taking place. For 
example, if someone wants to download thousands of sales contacts, 
stopping the action before it happens by preventing the download, is 
key.

69% of enterprise security executives 
reported experiencing an 
attempted theft or corruption of 
data by insiders during the last 12 
months

- Accenture and HfS Report“ ”

Yet still, there seems to be a failure to acknowledge data 
breaches as an organizational issue. Every C-level employee 
from management to security staff to human resources 
needs to be aware of the threat, ready to implement 
procedures for combating these threats, and involved in the 
analysis and monitoring of high risk employees within their 
organizations.




